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This guide explains how to install Business Transaction Management central servers and monitors. It does not provide instructions for installing Business Transaction Management observers or for replicating monitors. For information on those topics, refer to the Business Transaction Management online help.
Oracle distributes the Business Transaction Management central servers and monitors in a zip file. You extract deployment units from the file and use your application server's deployment tools to distribute the Business Transaction Management components. The information provided in this guide can help you install and configure a general purpose Business Transaction Management system suitable for experimenting with the system functions and use cases. The deployment configuration and resources required in a production environment can vary based on a variety of factors, such as anticipated throughput, message size, type and number of applied management policies, and so forth. An Oracle consultant can help you determine the appropriate configuration and resource requirements for your specific needs.
Oracle designed Business Transaction Management for use in a distributed application environment, and we expect that you will deploy various Business Transaction Management components onto multiple machines and application servers.
At the highest level, Business Transaction Management consists of three types of components:
Although you can install all the Business Transaction Management components into a single container, this is not the recommended deployment scenario. Single-container installation is useful for demonstrations and for learning how to use the product, however this scenario might not scale successfully, depending on the number of business services or volume of message traffic, just to name a few factors.
For example, we recommend that you deploy the btmPerformanceServer and btmTransactionServer components on separate machines than that containing btmMain. These components typically perform a large amount of performance analysis computations. Dividing processes across CPUs/environments will allow you to control memory and processor resources.
You should also deploy btmMonitor on a machine separate from the other Business Transaction Management components. Depending on your monitoring requirements, you might need to deploy multiple instances of btmMonitor. You can deploy multiple instances of btmMonitor either as individual instances or as replicated instances behind a load balancer. For information about replicating btmMonitor, refer to the online help topic entitled, “Replicating the Monitor”.
The diagram below shows a typical distributed application environment, and the relationship of the Business Transaction Management components to that environment.
Figure 1-1 Deployment of Business Transaction Management components in a typical application environment
Installation of Business Transaction Management consists of deploying the Business Transaction Management application components on the appropriate nodes in your environment. As described above, Business Transaction Management is designed for distributed installation and Business Transaction Management components are typically deployed on multiple nodes in your environment.
Table 1-1 Business Transaction Management software distribution packaging
Deployment Name | Sub-deployments | Deployment strategy |
---|---|---|
btmMain | btmcentral btmcontainer btmhelp btmui f5Intermediary | Deploy once per Business Transaction Management environment. |
btmPerformanceServer | btmcontainer btmperformance | Deploy once per Business Transaction Management environment, on a separate node from btmMain and btmTransactionServer. |
btmTransactionServer | btmcontainer btmtransaction | Deploy once per Business Transaction Management environment, on a separate node from btmMain and btmPerformanceServer. |
btmMonitor | btmmonitor | Deploy on as many nodes as needed. The monitor is used in conjunction with the observer (see the online help for more information about observers or replicating the monitor). |
Once you have deployed Business Transaction Management, you configure it using the browser-based configuration wizard. You can also use a command line script (see "Scripted Configuration of Oracle Business Transaction Management" for more information). For first-time configuration, we recommend that you use the browser-based wizard. The wizard produces an XML output file that can be used with the command line script for subsequent configurations.
The general configuration procedure includes the following steps:
This chapter describes how to install and configure Business Transaction Management on the following platforms:
This section explains how to upgrade an installation of Business Transaction Management to the latest version of release 11g. You can use these instructions for upgrading release 11g only. If your installation of Business Transaction Management is older than release 11g, enter a service request at My Oracle Support (http://support.oracle.com) for assistance in upgrading your installation.
Business Transaction Management supports a rolling, center-out, in-place upgrade, as described here:
To upgrade your Business Transaction Management 11g installation:
This script contains commands for setting file permissions of all regular files to Owner – read/delete; all directories to Owner – read/execute/delete; and all scripts to Owner – read/execute/delete.
Note: These permission levels are extremely restrictive. Only the owner can even read the files. |
This command runs the commands in the script file and sets permissions for all files and directories in the expanded archive.
You do not have to shut down the monitors at this point, but you must shut down all of the central servers.
You do not have to shut down all the monitors at the same time. You can perform this task one monitor at a time, if you like. However, you must perform this task for all monitors. Business Transaction Management is not designed to run for an extended time with a version mismatch between the central servers and monitors.
For this release, you are not required to upgrade the observers. The observers can remain at an older version of release 11g than the central servers and monitors. In such a case, the monitors operate in compatibility mode in relation to the observers. However, you might not be able to take advantage of new functionality unless you do upgrade the observers. For instructions on upgrading the observers, refer to the Business Transaction Management online help (in the TOC, navigate to Administering BTM > Setting up Observation > Upgrading Observers).
Please note the following third-party requirements and environment settings:
Or
Communications between Business Transaction Management components are secured by way of trusted assertions. This means that for your Business Transaction Management components to communicate with each other, and for your Business Transaction Management installation to function properly, every Business Transaction Management component must be configured with the same value for the shared secret.
Business Transaction Management also encrypts sensitive data contained in the communications between its components. It encrypts this data for both on-the-wire communications and storage in the Business Transaction Management databases.
These security mechanisms are enabled by default, and all Business Transaction Management components are preconfigured with a default value for both the shared secret and the encryption key. This default security configuration fully enables the security mechanisms and, at the same time, simplifies the installation of Business Transaction Management.
However, because every Business Transaction Management installation uses the same default values, using the default values is a potential security threat. For demonstration purposes, and perhaps for development environments, using the default values might be adequate. But, in production environments, you should tighten security by providing your own unique values. You should also use your own values in your test environment before deploying Business Transaction Management into your production environment. If you intend to provide your own values, you should perform that configuration on each machine hosting a Business Transaction Management component before you deploy the component.
You must configure the shared secret on each application server that hosts a Business Transaction Management component. To configure the shared secret, create a Java system property named com.amberpoint.IdentityAssertion.SharedSecret in the server and set its value to your shared-secret string, for example:
where MySecretString is your own secret string.
You must configure the encryption key on each application server that hosts a Business Transaction Management component. To configure the encryption key, create a Java system property named com.amberpoint.security.encryption.aes.defaultKey in the server and set its value to your encryption key, for example:
where MyEncryptionKey is a base 64-encoded, AES, 128-bit key.
After generating your encryption key, you can copy and paste it in order to set the value of your com.amberpoint.security.encryption.aes.defaultKey
property. If your key includes special characters, you should enclose it in double quotes, for example:
Note: If you are using WebLogic Node Manager, you will use the WebLogic Administrative Console to adjust settings rather than edit scripts. |
MEM_ARGS=-Xms256m -Xmx768m
(There is one entry for this.) -XX:MaxPermSize=256m
(There are several entries for this; edit them all.) Business Transaction Management maps roles defined in WebLogic to its own application roles. See Mapping WebLogic Users to Business Transaction Management Roles for more information.
If you edit the CLASSPATH while the server is running, be sure to restart WebSphere before configuring Business Transaction Management.
Perform this task on each WebSphere instance in which you install Business Transaction Management components.
Perform this task on each WebSphere instance in which you install Business Transaction Management components.
Business Transaction Management maps roles defined in WebSphere to its own application roles. See Mapping WebSphere Users to Business Transaction Management Roles for more information.
The Management Console uses roles to authorize access to various features of the user interface.
To configure Business Transaction Management, you must log in as a user with the btmAdmin
role. For information on setting up user accounts and assigning roles, see the “Authentication and Role Mapping” topic in the Business Transaction Management online help.
Business Transaction Management applications rely on the WebLogic container for authentication and association of roles with users. The role of Business Transaction Management administrator (btmAdmin) is automatically mapped to the Administrators group defined in your WebLogic server. The role of Business Transaction Management user (btmUser) is mapped to the groups Operators and Monitors. The role of Business Transaction Management observer (btmObserver) is mapped to the group Everyone, granting all authenticated users observer privileges. The following table lists the Business Transaction Management application roles and their default container role mapping:
Table 2-1 Role Mapping in WebLogic
Business Transaction Management Application Roles | Container Group |
---|---|
btmAdmin | Administrators |
btmUser | Operators, Monitors |
btmObserver | Everyone |
btmInspector | btmInspector |
You can modify these default mappings in the WebLogic deployment descriptor file (weblogic.xml). For more information on setting up user accounts and assigning roles, see the “Authentication and Role Mapping” topic of the Business Transaction Management online help.
The application role of Business Transaction Management administrator (btmAdmin) is automatically mapped to the Administrators group on Windows systems, or the adm, sys, and bin groups on Unix-like systems. The roles of Business Transaction Management user (btmUser) and observer (btmObserver) are mapped to all authenticated users on your system. Note that the default mapping assumes the WebSphere security value of Local OS setting for the Active user registry setting. If you are using a different security setup, you may have to remap users/groups based on your authentication domain settings. The table below lists the Business Transaction Management application roles and their default container role mapping:
Table 2-2 Role Mapping in WebSphere
Business Transaction Management Application Roles | Container Group |
---|---|
btmAdmin | Administrators |
btmUser, btmObserver | all authenticated users |
btmInspector | btmInspector |
You can change these mappings using the WebSphere Administrative Console. For information on setting up user accounts and assigning roles, see the “Authentication and Role Mapping” topic in the Business Transaction Management online help. Log in to the Business Transaction Management Management Console using credentials from an account in one of these groups.
Several Business Transaction Management system services use a database to store persistent information and log messages. You must use an Oracle 10g or 11g RDBMS for these databases. Before you configure Business Transaction Management, create the following database users (these are suggested names):
You can create the database users in the same Oracle instance or in separate instances. You must create these users before starting configuration of Business Transaction Management. When you configure Business Transaction Management (see Initial Configuration of Business Transaction Management), the system will automatically create the appropriate database tables.
If you prefer to create the schemas manually for the first three of these databases (sphereDB, measurementDB, and transactionDB), your DBA can create them beforehand (see the following note). If you intend to let the system automatically create these tables and indexes, the database users must have create table, create index, create view, and analyze privileges. You cannot create the fourth schema (messageLogDB) beforehand because the system must be able to create and drop tables dynamically in response to changes in your monitored applications. For this database, the user must have create table, drop table, create index, create view, and analyze privileges. (Note: It is not sufficient to assign the privileges to the roles associated with the user. You must explicitly assign the privileges to the user.)
Note: Your DBA can manually create the tables and indexes for the sphereDB, measurementDB, and transactionDB databases using thedatastoreUtil utility. You can find this utility in the tools directory of your Business Transaction Management installation. This utility generates the appropriate schema definitions. Documentation on this utility is provided in the online help. You can access the online help after you install Business Transaction Management and start the Initial Configuration wizard. The wizard provides a Help button. |
Note: These instructions assume that if you are installing onto WebLogic servers, you are using managed instances of WebLogic. |
This script contains commands for setting file permissions of all regular files to Owner – read/delete; all directories to Owner – read/execute/delete; and all scripts to Owner – read/execute/delete.
Note: These permission levels are extremely restrictive. Only the owner can even read the files. |
This command runs the commands in the script file and sets permissions for all files and directories in the expanded archive.
Note: For first-time configuration, we recommend that you use the browser-based Configuration wizard, as described below. However, for subsequent installations, you might want to use the Command Line Interface (CLI) to perform a scripted configuration of Business Transaction Management. For more information, see "Scripted Configuration of Oracle Business Transaction Management". |
The Management Console login page opens.
The Database Type page opens.
The External Database Configuration page opens.
The Sphere URL page opens.
Note: If you click the Test Sphere URL link and the sphere URL is correct, the system displays a Sphere Status page that indicates that the sphere is not initialized. This is expected and the sphere service will be initialized at the completion of the configuration. If the URL is incorrect, the browser displays a “page not found” error. |
The Local Container Setup page opens.
The use of aliases helps avoid the creation of duplicate endpoints when users register services manually or when the system observes message traffic at an alias address. Use a comma to separate multiple addresses.
This URL must end with “/btmcontainer/container/”. Make sure that you deploy apPerformanceServer before you exit this screen.
Then click Next. The Local Container Setup page opens again (unless you deployed btmPerformanceServer to the same machine as btmMain).
This URL must end with “/btmcontainer/container/”. Make sure that you deploy btmTransactionServer before you exit this screen.
Then click Next. The Local Container Setup page opens again (unless you deployed btmTransactionServer to the same machine as btmPerformanceServer or btmMain).
Business Transaction Management validates the information you supplied during configuration, and if all the information is valid, configuration completes successfully and the Business Transaction Management Console appears.
If certain configuration information cannot be validated, Business Transaction Management displays an error message as well as a check box with the following text: “Ignore these errors and proceed with a potentially incompletely configured system.” In general you should attempt to correct the configuration error(s). However, you also have the option of proceeding to a partially configured Business Transaction Management by enabling the checkbox and clicking Finish again. If you choose to access the partially configured system, you will need to correct the configuration errors before you can successfully use the product. For example, if your database connection information was not accurate, you will need to re-configure it from within the Management Console. For information about configuring databases after initial configuration, refer to the Business Transaction Management online help.
Starting the application server automatically starts Business Transaction Management.
After starting Business Transaction Management, you access its facilities and administer it using a web-based interface called the Business Transaction Management Console (or the Management Console).
Open a URL of the following form in a web browser:
Replace hostname:port with the name of the machine on which you installed btmMain, and the port number on which it is accessible.
The web browser will display a log-in page. Log in using the appropriate credentials, as described in Mapping Users to Business Transaction Management Application Roles.
To log out of the Management Console, click the Logout link in the upper-right corner of the page.
As stated earlier in this document, when you configure Business Transaction Management for the first time, we recommend that you use the browser-based Configuration Wizard. For users who want to later execute various configuration tasks from the command line, a command line interface (CLI) is provided.
The CLI provides command-line equivalents to many configuration tasks. The CLI command relevant to this document is the configure command. This command provides an alternative to the wizard approach to configuration.
You can find complete documentation for the configure command, as well as the entire CLI, in the Business Transaction Management online help.
The configure command takes an XML configuration file as an argument. This configuration file specifies all the setup information for Business Transaction Management, including database type and connection information, deployment credentials, and so on. You can develop this configuration input file in either of the following ways:
Install_dir is the directory where you unzipped your Business Transaction Management distribution.
On WebLogic servers, essentialConfiguration.xml is located inside the WebLogic installation directory at:
On WebSphere servers, essentialConfiguration.xml is located inside the WebSphere installation directory at:
The CLI executable is located in the Install_Dir/tools directory—btmcli.bat for Windows and btmcli.sh for Unix-like systems.
Command syntax for use with the configure command:
You can avoid placing the username and password on the command line by setting the AP_USER_LOGIN environment variable before executing the CLI, for example:
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